SECURE

The implementation of Multi-Factor Authentication (MFA) is a foundational step in bolstering security across
Microsoft 365 (M365) and externally available resources. Today our aim is to provide guidelines on MFA
implementation, drawing from Microsoft's instructions and industry best practices.

Enforcement of MFA

e Guidance

o Mandate MFA for all user accounts, with thorough training for users and administrators on
MFA functionalities and importance.

e Importance

o MFA significantly minimizes the risk of unauthorized access by requiring multiple forms of
identification before granting access to resources.

e Use Case Example

o Implement MFA for all administrative roles initially, followed by a company-wide MFA
deployment to enhance overall security.

No Legacy Authentication

e Guidance

o Disable legacy authentication protocols and enforce modern authentication to mitigate
security vulnerabilities.

e Importance

o Legacy protocols do not support MFA, leaving systems vulnerable to credential theft and brute
force attacks.

e Use Case Example

o Transition from basic authentication to OAuth 2.0 to secure email access and other M365
services while enabling MFA.

This document may contain information that is privileged, confidential or otherwise protected from

disclosure. Dissemination, distribution or copying of this document or the information herein is prohibited without prior per mission of
FRSecure.

© FRSecure LLC,, All rights reserved. | 6550 York Ave S #500, Edina, MN 55435 | 1-877) 767-1891  frsecure.com 1


http://www.frsecure.com/

SECURE

Importance of Conditional Access Policies

e Guidance

o Utilize Conditional Access Policies for more granular control over MFA triggering conditions,
based on user location, device compliance, etc.

e Importance

o These policies allow for a more nuanced approach to MFA, enhancing security while
minimizing user friction.

e Use Case Example

o Implement a Conditional Access Policy that mandates MFA for users attempting to access
resources from untrusted networks, while exempting users on trusted corporate networks.

Monitoring, Reporting, and Auditing

e Guidance

o Establish monitoring processes to track MFA usage and failed authentication attempts.
o Scrutinize audit logs for anomalies indicative of token theft or reuse and set up alerts for

unusual login activity.

e Importance

o Monitoring and reporting are vital for identifying potential security issues, ensuring adherence

to organizational and regulatory requirements.
o Auditing helps in early detection of token theft and misuse, crucial for preventing
unauthorized access and potential data breaches.

e Use Case Example

o Utilize Azure AD logs to monitor MFA events and generate reports to analyze MFA
effectiveness and user compliance.

o Configure alerts for multiple login attempts from varied geographical locations in a short span,

which could indicate token theft or reuse.

No Push MFA

e Guidance

o Opt for authentication methods like One-Time Passwords (OTP), smart cards, or biometric
authentication over push-based MFA.
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e Importance

o Push-based MFA can be susceptible to phishing attacks or man-in-the-middle (MITM) attacks
which could mislead users into approving malicious login attempts.

e Use Case Example
o Utilize a mobile app like Microsoft Authenticator to generate time-based OTPs requiring
manual input, thus adding an extra layer of user validation.
Integration with Externally Available Resources
e Guidance

o Implement MFA for all externally accessible resources to maintain a consistent level of
security across all platforms and services.

e Importance

o Ensures that the same level of security is upheld, regardless of the access point, thereby
reducing the attack surface.

e Use Case Example

o Integrate MFA with VPN access, ensuring remote users authenticate using multiple factors
before accessing internal resources.

Configuration and Management
e Guidance

o Follow Microsoft's setup guidelines, tailoring MFA settings to align with organizational security
policies.

e Importance
o Ensures that MFA configurations are optimized for both security and user convenience.
e Use Case Example

o Set up MFA prompts for secondary authentication when users attempt to access sensitive
resources or perform high-risk operations.
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General Best Practices
e Guidance
o Foster user education, and continuously review and update MFA configurations.
e Importance
o Enhances user awareness aligned with evolving security standards.
e Use Case Example

o Conduct regular security awareness training sessions emphasizing the importance of MFA.

A Note on Self-Service Portals

Microsoft likes to recommend setting up self-service portals for MFA setup, reset, and password resets,
indicating that they can reduce administrative overhead. While true, offering self-service also removes a
valuable step of user validation by IT staff or HelpDesk staff, as long as they are trained and adhere to proper
procedures to manage social-engineering attempts.

By following these guidelines and Microsoft's recommendations, organizations can foster a secure and user-
centric MFA framework across Microsoft 365 and externally available resources. This holistic approach
significantly bolsters the organization's security posture while ensuring a smooth user experience.
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