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! What is the CISSP Mentor Program?

! History
! 2010 Ð 1st Class Ð6 students
! Today Ð 12th Class Ð5,900+ students!

! Why do we do it?

! Success stories

! Heck, itÕs free! What have you got to lose?
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! The first class.

! The growth.

! People who want to pass the exam, do.
! We donÕt specifically track this.
! If 40% take the exam and 90% pass = 3,400+ new 

CISSPs!
! Avg. cost of training = $2,750 = $26m+ FREE training!

! We get messages all year long.

Restored some trust in our industry. This is FREEand there 
are NO STRINGS!
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! Introduction Ð Getting to know us.

! Our severe talent shortage problemÉ

! Mentor Program Schedule & Class structure

! What is a CISSP?

! The book. **TIPS**

! Chapter 1 ÐIntroduction (the other one).
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I do a lot of security stuff.

! CEO and Co-founder of FRSecure and SecurityStudio

! Co-inventor of SecurityStudio (or SL), the platform for managing 
information security risk. 

! Co-inventor of SLOrg, SLVendor, SLTeam, and SLMe.

! Co-inventor of SLScore, a quantitative measurement of information 
security and vendor risk used by 4,500+ organizations. 

! Co-host a couple of shows; UNSECURITY Podcast and the Security 
Sh!t Show.

! Tell the truth (always), simplify (everything), and serve (everyone).
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About Evan

Me, on most days

I think I look better 
as a cartoon.

ÒEvanÕs straightforward analysis of information security risk as fractured, incomplete 
and disconnected is spot on.Ó  Ð CISO, University of Miami
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I do a lot of security stuff.

! Advised legal counsel in high-profile breaches including Target and Blue 
Cross/Blue Shield.

! 2014/2015 - Consultant to the Special Litigation Committee of the  Board of 
Directors of Target Corporation; derivative action related to the ÒTarget BreachÓ. 

! 2015/2016 Ð Consultant to legal counsel and Blue Cross/Blue Shield related to 
remediation efforts (post -breach). 

! Served as an expert witness is multiple federal criminal cases, mostly involving 
alleged stolen trade secrets 

! Served 100s of companies; big (Wells Fargo, Target, US Bank, UnitedHealth, 
etc.) and small. 

! Lots of television and radio, lots of information securi ty talks at conferences, 
and 750+ published articles about a variety of information security to pics. 
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ÒI donÕt think IÕve met a more successful guy in this industry with less bullshit.Ó Ð
Roger Grimes



And thenÉ
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ThatÕs all fine and dandy. Accolades and accomplishments are one 
thing, but theyÕre NOT why I do what I do!

I do what I do becauseÉ
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! 20+ years of overall IT experience, started with FRSecure in 2016

! FRSecureÕs Principal Security Consultant

! CISSP Mentor Program Lead

! FRSecure Workshop Series Lead

! Co-host of UNSECURITY Podcast with Evan 

! CISM, CISSP, CCSFP, CSSA, MCSA: Windows Server 2012, ITIL v.3 
Foundations

! ISCLMSafe and Secure Online volunteer

! Wayzata Schools COMPASS program CyberSecurityMentor

! Passionate about information security and happy to b e here!

CISSP¨ MENTOR PROGRAM ÐSESSION ONE

27

INTRODUCTION

!"#$%&'()%#$%*#+,-$,.%/-.,(%0%1(,02#3,%1'44'-$%522(#6/2#'-78"0(,5*#), 9:;%<-2,(-02#'-0*%=#+,-$,:

About Brad

E Q$#;R:C,
!"#$$#%&'()%*("%&(+



! 20+ years of overall IT experience, started with FRSecure in 2016

! FRSecureÕs Principal Security Consultant

! CISSP Mentor Program Lead

! FRSecure Workshop Series Lead

! Co-host of UNSECURITY Podcast with Evan 

! CISM, CISSP, CCSFP, CSSA, MCSA: Windows Server 2012, ITIL v.3 
Foundations

! ISCLMSafe and Secure Online volunteer

! Wayzata Schools COMPASS program CyberSecurityMentor

! Passionate about information security and happy to b e here!

CISSP¨ MENTOR PROGRAM ÐSESSION ONE

28

INTRODUCTION

!"#$%&'()%#$%*#+,-$,.%/-.,(%0%1(,02#3,%1'44'-$%522(#6/2#'-78"0(,5*#), 9:;%<-2,(-02#'-0*%=#+,-$,:

About Brad

E Q$#;R:C,
!"#$$#%&'()%*("%&(+



! 20+ years of overall IT experience, started with FRSecure in 2016

! FRSecureÕs Principal Security Consultant

! CISSP Mentor Program Lead

! FRSecure Workshop Series Lead

! Co-host of UNSECURITY Podcast with Evan 

! CISM, CISSP, CCSFP, CSSA, MCSA: Windows Server 2012, ITIL v.3 
Foundations

! ISCLMSafe and Secure Online volunteer

! Wayzata Schools COMPASS program CyberSecurityMentor

! Passionate about information security and happy to b e here!

CISSP¨ MENTOR PROGRAM ÐSESSION ONE

29

INTRODUCTION

!"#$%&'()%#$%*#+,-$,.%/-.,(%0%1(,02#3,%1'44'-$%522(#6/2#'-78"0(,5*#), 9:;%<-2,(-02#'-0*%=#+,-$,:

About Brad

E Q$#;R:C,
!"#$$#%&'()%*("%&(+

1)*:$;>$?*%#$@#;#-=,>*#A(@:=#,B#%<(BBC

D$%%$,@E9+$F*@G#HIIJ

6=*#K$@9#,B#L('#',(#-;@<#<,#=;@L#-$<=.



! SecurityStudioÕs Principal Security Consultant

! The Òright hand and left handÓ.

! Seasoned IT Security professional with over 15 years of experience

! Certified Information Systems Security Professional CISSP¨

! Held a variety of IT roles during his career including multiple architect 
and security roles, cloud security, Dev-Ops/Sec-Ops methodology, 
policy, process, audit and compliance, network and application 
security architecture

! Performed expert-level work for several fortune 500 companies in 
health care, financial, and agriculture sectors

! Heavily immersed in K-12 and SLED for the last 3 years
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Expert-level, product agnostic information security management and  
consulting firm.

! Established in 2008 but didnÕt really start until 2010.

! All mission, all the time.

! Information security is about people, and itÕs a lot of hard work.

! Seven core values, and ten security principles.

! Core services include:
! vCISO (and related)
! Information Security Risk Assessment & Management
! Incident Response (the best!)
! Technical Services
! PCI QSA Services
! Information Security Training & Awareness
! Whole bunch of other stuffÉ
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! Seven core values, and ten security principles.

! Core services include:
! vCISO (and related)
! Information Security Risk Assessment & Management
! Incident Response (the best!)
! Technical Services
! PCI QSA Services
! Information Security Training & Awareness
! Whole bunch of other stuffÉ
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WhatÕs the #MissionBeforeMoney thing?
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Dedicated to Simplifying Information Security for the M asses
! SecurityStudio (or S!) is a Software as a Service (or SaaS) company dedicated to making 

safety, privacy, and cybersecurity simple and attainable for everyone.

! The S! platform is built around a simple language called the S!Score and we make 
fundamental tools available to the market including:

! S!Org - the organizational information security risk management tool used  by organizations 
of all sizes, but primarily developed for small to mediu m-sized businesses.

! S!Vendor - the simple vendor/third -party information security risk management tool, 
integrated with S2Org for optimal efficiency.

! S!School - the education-specific version of S2Org, used by K12 and higher education 
institutions everywhere.

! S!Team - the information security portal leveraged by organizations to help th eir employees 
at home (and ultimately help themselves too).

! S!Me - the FREEsafety and cybersecurity risk management tool built for eve ryday people to 
use at home for better personal and family protection.
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! Chapter 10 Ð UNSECURITY

! No shortage of stories about our impending doom.

! Another take (from me) - No Easy Button Solution To CybersecurityÕs 
Skills Shortage (https://www.cybersecurityintelligence.com/blog/no -
easy-button-solution -to-cybersecuritys-skills-shortage-4150.html )

! Some people claim that there is no shortage, or that itÕs overhyped.

! The truth is probably somewhere in the middle, but there is plenty of 
opportunity!
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! Report from Cybersecurity Ventures estimates there will be 3.5 million 
unfilled cybersecurity jobs by 2021, up from 1 million openings in 2019.

! ISACA predicts there will be a global shortage of two million cyber 
security professionals by 2019 . (CAME TRUE)

! 70% of organizations report being impacted by the worker shortage

! ÔWe are outnumberedÕ Ñ cybersecurity pros face a huge staffing 
shortage as attacks surge during the pandemic

! American salary for cybersecurity professionals is $90,000 a yearand 
those who hold security certifications can make more.

! Cyber crime is expected to cost the world $6 trillion by 2021.
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! What makes a ÒgoodÓ 
information security 
professional?

! Backlash from the Equifax 
Breach, noted that Susan 
Mauldin (former Chief Security 
Officer) had a music degree; 
therefore, she must have been 
unqualified.
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! What makes a ÒgoodÓ information security professional?

! Some people believe that you cannot be ÒgoodÓ without a technical degree, others 
believe that you cannot be ÒgoodÓ without certifications like a CISSP, CISM, etc.

! There are thousands of awesome security practitioners who have no information 
security degree whatsoever.
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Defining ÒGoodÓ

! At FRSecure we Ògrow talentÓ.

! There are three things that create talent:
! Intangibles Ð the things you canÕt teach.
! Education Ð the Òbook smartsÓ. Education can come in a variety of forms; degree 

programs, books, in-person instruction, mentorship, certification preparati on, etc.
! Experience Ð the Òstreet smartsÓ. The best way to gain experience is by doing.

The three ingredients are not mutually exclusive and there are all sorts of ways.
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! Supply Ð we donÕt have enough information security people.

! Acquisition Ð we canÕt find enough good information security 
people for ourselves.

! Retention Ð we canÕt keep good information security people for 
ourselves (and in some cases, in our industry).

! Culture Ð we have a Òbro cultureÓ problem that isnÕt helping.
! Intimidating
! Egotistical
! Lacking minority perspective.
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! Two sources; people willing to change careers, and younger people entering the 
workforce.

! Career Changers - If you were interested in getting into our field, where would 
you start?

! A bachelorÕs degree in cyber security will cost somewhere between $20,000 -
$60,000, or more. This might get you an entry-level job. A masterÕs degree 
will cost much more. (Source: https://www.onlineu.org/most -affordable -colleges/cyber -
security-degrees)

! Certification? Training to pass the CISSP¨ exam can range  from $2,000 -
$5,000, or more, and the exam itself will set you back another $699.

! Cost is a barrier to entry. Most people donÕt have this amount of money lying 
around.

! Younger People Ð Not enough education options (getting better, but not fast 
enough).
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! Early Education Ð schools are starting programs, and theyÕre working. Many 
examples.

! Free Education
! FRSecureÕsMentor Program (https://frsecure.com/cissp -mentor-program/ )
! SANS Cyber Aces Online (http://www.cyberaces.org/courses/ )
! Cybrary (https://www.cybrary.it/catalog/ )
! Cyber Degrees (https://www.cyberdegrees.org/ )
! Many more showed up during the pandemicÉ 

! Mentorship Ð no single dominant program; this requires more of us giving back.

! Hire Intangibles Ð and train/educate for the rest. Can be a good acquisition 
strategy too.

! Internships Ð becoming more popular, but we need more.

CISSP¨ MENTOR PROGRAM ÐSESSION ONE

59

OUR SEVERE TALENT SHORTAGE PROBLEMÉ

!"#$%&'()%#$%*#+,-$,.%/-.,(%0%1(,02#3,%1'44'-$%522(#6/2#'-78"0(,5*#), 9:;%<-2,(-02#'-0*%=#+,-$,:

Supply and Demand  - acquisition, retention, and our culture

!"#$$#%&'()%*("%&(+



! Our industry culture is not always conducive to attracting and retaining talent.

! Some of the results of our culture are gender inequity and minority inequity.
! Women make up 49.56% of the worldÕs population, but only make up 24% (up 

from 11%) of the information security workforce.
! 26% of our workforce is non-Caucasian (or ÒwhiteÓ) male.
! People of color make up less than 20% of the information security analyst 

jobs in the U.S.
! 8% of VC investors are women and fewer than 1% are Black 
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! Since our industry is so male dominated, thereÕs a Òbro cultureÓ that exists. 
! ÒItÕs a very male-dominated culture.Ó ÒIt can be a little more crass, a little bit 

more rough and maybe some É females donÕt like that, and it is off-putting.Ó Ð
Ellison Anne Williams, Ph.D., founder and chief executive of Enveil, a Fulton, 
Md., data security company.

! ItÕs not only the people in our industry that contribute to the problem. Customers, 
clients, and other normal people also assume that informatio n security is a male 
sport.

! ÒThey have clients who wonÕt speak directly to them, ItÕs the assumption that 
the woman is not the lead on the project. They just default to speaking to the 
men.Ó - Leah Figueroa, lead data engineer at Gravwell, a data analytics 
company out of Coeur DÕAlene, Idaho (Source: 
http://www.govtech.com/workforce/Why -Are-So-Few-Women-in-Cybersecurity.html) 

! This culture didnÕt start in our industry and itÕs not exclusive to our industry either.
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! Promote and participate in more diversity initiative s and programs.

! Studies prove the more diverse work groups produce more creative a better 
results.

! A partial list of resources for women:
! SANS CyberTalent Immersion Academy for Women -

https://www.sans.org/cybertalent/immersion -academy
! Computer Science for Cyber Security (CS4CS) Summer Program for High 

School Women - http://engineering.nyu.edu/k12stem/cs4cs/
! WomenÕs Society of Cyberjutsu (WSC) - http://womenscyberjutsu.org/
! Women in Cyber Security (WiCyS) - https://www.wicys.net/
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! Promote and participate in more diversity initiative s and programs.

! Studies prove the more diverse work groups produce more creative a better 
results.

! A partial list of resources for other underserved groups :
! Blacks in Cybersecurity - https://www.blacksincyberconf.com/
! Black Cybersecurity Association -

https://blackcybersecurityassociation.org/
! International Consortium of Minority Cybersecurity Profe ssionals -

https://www.icmcp.org/
! Others? Start one!
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! One more thing.

! Get this (if you want).

! ItÕs free (of course!).
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Online, FRSecure homepage ! Events ! 2020 CISSP Mentor Program
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! There is a boatload of information to memorize for the 
exam, and youÕll appreciate the breaks; weÕve built in 
three of them (4/26, 5/12, and 5/31).

! Evan, Brad, and/or Ryan will lead classes, switching 
things up to keep things fresh.

! WeÕre easing into things this first week; only this 
introduction and one domain (Domain 1: Security and 
Risk Management).
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! Every class is structured similarly, starting with a brief 
recap of the previous content/session, then:

! Questions.
! Quiz.
! Current Events.
! Lecture.
! Homework (youÕll appreciate the breaksÉ)

FRSecure 2021 CISSP Mentor Program Study Group

! This is yours. Please use it, and DONÕT abuse it.

! We will be in and out of the study group to help when we 
can.
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! Every class is structured similarly, starting with a brief 
recap of the previous content/session, then:

! Questions.
! Quiz.
! Current Events.
! Lecture.
! Homework (youÕll appreciate the breaksÉ)

FRSecure 2021 CISSP Mentor Program Study Group

! This is yours. Please use it, and DONÕT abuse it.

! We will be in and out of the study group to help when we 
can.
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! We are here to help!

! If you have any questions, at any time, please send them to 
cisspmentor@frsecure.com .

! Please do not email any of us directly (mostly because weÕre slow).

! Content will be made available to all students, including (these) 
slides and handouts (if there are any).

! Video recordings are available immediately after class on the 
FRSecure YouTube channel.
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?

CISSP¨ MENTOR PROGRAM ÐSESSION ONE

74

WHAT IS A CISSP?

!"#$%&'()%#$%*#+,-$,.%/-.,(%0%1(,02#3,%1'44'-$%522(#6/2#'-78"0(,5*#), 9:;%<-2,(-02#'-0*%=#+,-$,:

The Certified Information Systems Security Professional (or ÒCISSPÓ)

!"#$$#%&'()%*("%&(+



Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Get your Ultimate Guide to the CISSP @ 
https://www.isc2.org/Certifications/Ultimate -Guides/CISSP?
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Title: CISSP Study Guide, Third Edition (Paperback) by Eric 
Conrad, Seth Misenar, & Joshua Feldman.

! ISBN-10: 0128024372

! ISBN-13: 978-0128024379
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THE BOOK

!"#$%&'()%#$%*#+,-$,.%/-.,(%0%1(,02#3,%1'44'-$%522(#6/2#'-78"0(,5*#), 9:;%<-2,(-02#'-0*%=#+,-$,:

CISSP Study Guide ÐThird Edition

!"#$$#%&'()%*("%&(+

*BFGH%G+-.%144=%-.%I453%
/+06%8-<3%,305.%4:2H



! If you donÕt have it, you can 
get it in a variety of place; 
Amazon, Elsevier, Borders, 
etc.

! I prefer the book in Adobe 
Acrobat format; easy 
reference and copy/paste 
capabilities.
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! How to prepare for the Exam

! How to take the Exam
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CHAPTER 1 - INTRODUCTION
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EXAM OBJECTIVES IN THIS CHAPTER
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! Used to be six hours and 250 questions.

! Now itÕs three hours and 150 questions! (not in the book )

! Computer-based testing (ÒCBTÓ) at Pearson Vue, used to 
be paper and pencil (EvanÕs old!)

! Two (sort of four) types of questions:
! Multiple Choice (four options, two are almost obviously wrong)
! ÒAdvanced InnovativeÓ

! Scenario
! Drag/Drop
! Hotspot
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How is the CISSP exam changing?
ÒAs a result of the content refresh, we have updated some of the domain 
names to describe the topics accurately. For details on the exam domain 
and subdomain changes, review our CISSP Domain Refresh guide.Ó 
(https://www.isc2.org/ -/media/ISC2/Certifications/Domain -
Refresh/CISSP-Domain-Refresh.ashx) .

NOTE: Content HAS NOT been officially published by (ISC)L%1)0V%73?)")'*%
?)%?/99%(3")'%07)%(7#$F)8%W/$(9-2/$F%(3$0)$0X%/$%07)%4O,,P%Q)$03'%P'3F'#<=
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CHAPTER 1 - INTRODUCTION
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CHAPTER 1 - INTRODUCTION
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CHAPTER 1 - INTRODUCTION
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CHAPTER 1 - INTRODUCTION
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CHAPTER 1 - INTRODUCTION

!"#$%&'()%#$%*#+,-$,.%/-.,(%0%1(,02#3,%1'44'-$%522(#6/2#'-78"0(,5*#), 9:;%<-2,(-02#'-0*%=#+,-$,:

CISSP Domain Refresh

!"#$$#%&'()%*("%&(+



CISSP¨ MENTOR PROGRAM ÐSESSION ONE

106

CHAPTER 1 - INTRODUCTION
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CHAPTER 1 - INTRODUCTION
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CHAPTER 1 - INTRODUCTION
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! This is a question for you.

! This is a question that our industry still struggles with.

! DonÕt forget thisÉ
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BONUS Ð INFORMATION SECURITY FUNDAMENTALS
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What is Information Security?
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! This is a question for you.

! This is a question that our industry still struggles with.

! DonÕt forget thisÉ
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BONUS Ð INFORMATION SECURITY FUNDAMENTALS
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! This is a question for you.

! This is a question that our industry still struggles with.

! DonÕt forget thisÉ
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BONUS Ð INFORMATION SECURITY FUNDAMENTALS
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! This is a question for you.

! This is a question that our industry still struggles with.

! DonÕt forget thisÉ
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BONUS Ð INFORMATION SECURITY FUNDAMENTALS
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! This is a question for you.

! This is another question that our industry still struggles 
with.

! DonÕt forget this (either)É
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BONUS Ð INFORMATION SECURITY FUNDAMENTALS
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! This is a question for you.

! This is another question that our industry still struggles 
with.

! DonÕt forget this (either)É
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BONUS Ð INFORMATION SECURITY FUNDAMENTALS
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What is Risk?
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1. A business is in business to make money.

2. Information Security is a business issue.
3. Information Security is fun.
4. People are the biggest risk.
5. ÒCompliantÓ and ÒsecureÓ are different.
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BONUS Ð INFORMATION SECURITY FUNDAMENTALS
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6. There is no common sense in Information Security.

7. ÒSecureÓ is relative.
8. Information Security should drive business.
9. Information Security is not one size fits all.
10.There is no Òeasy buttonÓ.
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! WeÕre very excited that we get to be a part of 
your information security career journey! 

! This will be a rewarding experience.

For most of you:

This will get hard. This will seem dry. This will 
seem overwhelming.

DonÕt give up!
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THATÕS IT. NEXT?
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! Homework for Wednesday (4/14):
! Do your SJMe Ð https://s2me.io . Tell at least two friends and/or 

family members to do it too!
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! Homework for Wednesday (4/14):
! Do your SJMe Ð https://s2me.io . Tell at least two friends and/or 

family members to do it too!
! Please get the book if you havenÕt already.
! Please read Chapter 1 (pages 1 Ð10).
! We will be covering Chapter 2 Domain 1: Security and Risk 

Management (e.g., Security, Risk, Compliance, Law, Regulations, 
Business Continuity) on Wednesday.
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